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What Happened to the Walls?
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What Happened to the Walls?
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Business Contéxt of Identity
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Identity Federation

e Linking identities
o across organizations

PROJECT
e Sharing attributes and
authentication

SourcelD .
e LLoose coupling

, e Goes beyond
Pingidentity technology standards

e Policy

e Liability

e Governance
e Trust
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Federation Maturity

Networked Federation

Hub and Spoke Federation

Technological Federation

Ad Hoc Federation
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Your story about me



Principles of Reputation

e Trust based on reputation

e Exists in the context of
community

e Reputation based on identity
e Reputation is a currency

e Reputation is multi-level



Identity in the
Enterprise
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Identity Infrastructure
(as built)

flexible
privacy

Logical domain con';’gr'ri]‘jznce _
elf-addressing portable

metadata control

DRM privacy exchange system

directive store

self-delegating
feedback mechanism

enterprise portal

schema versioning crossover

Instance event compliance
directive

partnership compliance
cross domain global security management implementation audit

Workflow protocol framework
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Identity Management
Architectures

City Planning
¢ Standardization

¢ Certification
e Management

e Rules
e Regulation
e Enforcement
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Creating a IMA Strategy

Key Steps

1.

O i O e

Governance
Business context
Resources

Policy

Interoperability
framework

Reference
architecture
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IMA Lifecycle

models plans &

Y ‘ ,L ‘policies
& Plan & & Review &
Document Approve
| | B
reporis v

reports 5 ‘ Communicate

plans &
policies

plans &

evaluation policies

) *
reports‘
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Accountability vs.
Enforcement

e Access control scales
geometrically (its a
multi-dimensional
table)

e « Accountability scales

“Accountability is Py
a 10g processing e Access control
problem” systems are
Dan Geer incredibly vulnerable
to DDoS attacks
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Identity Policy Stack

Software Practices

TCP/IP

Passwords Security Policies

SAML

WS-Security

Encryption Software Licensing

Encryption Algorithms

LDAP

Authentication Contracts
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XML

DNS (RFC 1035)

IPSEC (RFC 2402/4)

Privacy Procurement

SSL v3/TLS

Access Control Customer Strategies

Software Standards
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Information Protection

yomawel4 Aljiqesadoisiu] Anuap)

Provisioning
Directories Risk Assessment
Hardware Standards

Federation Partner Interactions
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Reference Architecture

[mtemal
USErs

External
USErs

L Intermal =
business units

Public identity
SEMNVICES
o
Affiliate
enterprises

., Federation
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» 1 Platforms

Other
»0 resources <

I P rovisioning [
SEMnIces
L L
Application

|dentity and policy administrabion aocess o
{dalegated administration, self-sanics) directory

Directory Identities, roles,
SeMICes and groups

Courtesy of The Burton Group
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Contact Information

Contact me

e phil@ewindley.com

e Wwww.windley.com
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Buy the book...

Questions?

Philip 1. Windfey
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